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http://www.trustedbsd.org/home.html
- FreeBSD5.0

http://www.freebsd.org/releases/5.0R/relnotes-i386.html
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atsec information security
the infarmation security provider /

/
[Frons COMPANY | SERVICES ERENEFNEATINEM CONTACTUS | | preguRCES:

- CC Evaluations
-FIP5 142
-ISOAEC 27001

beck -PC1

PV

-SCAP

- Algonthm Testing

2008-11-17: atsec evaluates Oracle® Enterprise Linux at Common Criteyia
EAL 4+

i) : g Tte PCI SERVICES
server virtuahization software, demnnstraﬁng an EA.H-‘- temﬁed environment. This s ol 0 il Heknend
evaluation add§ to ats_ac s impressive record of f:.-rnalj, completions of Linux operating W
system evaluations. Since August 2003, atsec has intiated and completed more than 13
Linux evaluations at EAL 3+ and EAL4+ on a broad range of hardware platforms.
Completion of CC projects, in conjunction with a company’s development schedules, are CERTIFICATIONS
important in order to reach their markets effectively and take the manimum benefit from e it 1

i o see 15k & ook a1 our
their evaluation investment. cestifications and sccreditations

http://www.atsec.com/01/news-oracle-enterprise-linux-evaluated-atsec-common-criteria-157.html
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8 October 1999

http://www.niap-ccevs.org/cc-scheme/pp/PP_OS LS V1.b.pdf
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= CORNG jertives Labeled Security Protection Profile
» Evaluation/Validation

Primer
= CCEVS Validation

Body short Name: PP_0OS_LS_V1.b (previously LSPP_V1.b)

= Historical Perspective  Technology Type: Operating System
m Guidance to

Consumers Version: 1.b
® CC Testing Labs
(ccTL) Date: 8 October 1999 Sunset?

= Candidate CCTLs
» CCRA and Partners
= Terms and Acronyms

Conformance Claim: EAL 3

N Protection Profile :

B o Validation Report:

Ihterpretations
Sunset Date: 16 Septemeber 2007, replaced by Protection Profile for Multi-level Operating Systems in Environments |

httpd//www.niap-ccevs.org/cc-scheme/pp/PP_OS LS V1.b.cfm
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US Government Protection Profile for
Multilevel Operating Systems
in
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Version 1.91
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16 March 2007

http://www.niap-ccevs.org/cc-scheme/pp/id/pp_os ml_ mr2.0 v1.91
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A OS

- SELinux Policy Editor
http://seedit.sourceforge.net/ja/index.html

- TOMOYO GUI
http://tomoyo.sourceforge.jp/wiki/?TOMOYO-GUI

- OpenDRIM Collaboration on SELinuxProvider

http://www.opendrim.org/opendrim

- Sun Ray + Trusted Extensions
http://www.opensolaris.org/os/community/security/projects/tx/
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http://pr.fujitsu.com/jp/news/2006/06/20.html
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http://www.fjssl.co.jp/products/network/netproducts/shieldware/shieldware-sales-catalog.pdf
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SELINnux

A SEPostgreSQL
SELinux DB

http://code.google.com/p/sepgsql/
A Apache/SELinux Plus
A SELinux + VMware
- NetTop hp
- SecureOffice TCS
- Data Trans Guardian
A FMAC Open Solaris +SELinux
A Solaris10 + Trusted Extensions
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- Montavista

- WindRiver

- SELinux Policy Editor
Y Android

A
Y WhiteShield for Meiden
Y Windows
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- SELINnux

- TOMOYO Linux
http://www.secureos.jp/index.php?events%2Fjyuku
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A
Y

accton, amanda, httpd (apache), arpwatch, pam, automount, avahi, named,
bluez, lilo, grub, canna, comsat, cpucontrol, cpuspeed, cups, cvs, cyrus,
dbskkd, dbus, dhcpd, dictd, dmidecode, dovecot, fetchmail, fingerd, ftpd
(vsftpd, proftpd, and muddleftpd), gpm, hald, hotplug, howl, innd, kerberos,
ktalkd, openldap, auditd, syslog, logwatch, Ipd, lvm, mailman, module-init-
tools, mount, mysql, NetworkManager, NIS, nscd, ntp, pegasus, portmap,
postfix, postgresal, pppd, pptp, privoxy, procmail, radiusd, radvd, rlogin, nfs,
rsync, samba, saslauthd, snmpd, spamd, squid, stunnel, dhcpc, ifconfig,
sysstat, tcp wrappers, telnetd, tftpd, updfstab, user management (passwd,
useradd, etc.), crack, uucpd, vpnc, webalizer, xend, xfs, zebra

http://docs.fedoraproject.org/selinux-fag-fcs5/#ga-whatis-targeted-policy
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A
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Y modern SELinux
- SELinux TroubleShooter
- SELInux Administration Tool
- SELInux Policy Genaration Tool
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Modern SELINnux

274 M(E) RE(E) :EFT:{_E) FEN(G) Twow=2(B) V=m(I) -~

@~ - &8 @ @ 5 |0 ntprocalnostcgi-bin/selinux.cgi

SELinux

A centos )support

Forbidden

You don't have permission to access /cgi-bin/selinux.cgi on this server.

Apachef2.2.3 (CentOS) Server at localhost Port 80

o

SELinux X

&VC denial, click icon to view
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setroubleshoot browser

Fle Miew Edit Help
Filter Date 4 Count Category sSurmmary
L Mon 07 May 2007 11:03:05 AM |S5T 1 Web Server 5SELinux is preventing the http daemon from exe

M Mon 07 May 2007 11:03:05 AM JST 1 Web Server  SELinux is preventing thie hittp daemon from exe

sSummary

SELinux is preventing the http daermon from executing cgi scripts
Detailed Description

SELinux has denied the http daemon from executing a cgi script. httpd can be setup in a locked down mode where cgi
scripts are not allowed to executed. If the httpd server has been setup to not execute cgi scripts, this could signal a

Allowing Access
If you want httpd to to be able to run cgi scripts, you need to turn on the httpd_enable_cgi boolean: "setsebool -P
httpd enable cgi=1"

The following command will allow this access:
setsebool -P httpd _enable cgi=1

Additional Information

Source Context: root:systerm_r:hittpd _t
Target Context: systerm u:object rihttpd sys script exec t
Target Objects: Avarfwww/icgi-bin [ dir ]

[4]

e Audit Listener
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